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2- A Practical Introduction to Enterprise Network and Security Management, 2017, Bongsik
Shine, Ph. D, CRC Press Taylor & Francis Group.

3- Network Fundamentals, CCNA Exploration Companion Guide-Cisco Press, 2007.

4- Introduction to Networking: How the Internet Works, 2015, 2th, C.R. Severance.

5- An Introduction to Computer Networks, 2020, 2th, P.L. Dordal, Loyola University of

Chicago



agyailldalyl acaly
AL-BALQA APPLIED UNIVERSITY

Al-Balga Applied University

el 5 Uamadll
Ol daly das il Balal) )
021404132 salall a8,

- Gl allaial)

3 sacind) cilelull axe

0 bl clelul

6 Sl Sle L)
:5alal) Ciuag

tladuitig by oLl DA o idd) 8 G5l Ayl 33) aualie Gadss ) (Blsal) 138 Caagy
.Variables, Operators, conditional Statements, Loop Statements, Functions

s5alad) Calaad

1o Al S Bl 138 Ay 2en

Jaadl L dlaely sl cudn 1

clibail) delmg ¢ Aol Gl alg) s Hladid

il 2 ally doshll il pgd

g Jalally Lghstiy duml] Juladl g

agalaially Aulual) Cilleal) agd

Sally Zulayall Janll agd

Q|||

sl ogh




Al-Balga Applied University

agyailldalyl acaly
AL-BALQA APPLIED UNIVERSITY

igapsbill clalyll dzaly

talad) Cagl)
sasgll Ciligina Bangll sl | Basgll o8
Gsub b -

Ol 43l Chaea
sl padid o]
e Galy Ol 13

Ol 831 I inyes J30a

Sl Ao gl

A dlacly Oyl ol

Janll

el alg¥) s b

el Ol Sals) Sl b Jaall
sl aasn

Cilasgll ol yiv

e l@ll Gsul jalsl sl (e 79,3

Aelall Gl alsl

A e aderl
Aplaud) il

Leslaladiay calaglal

G puaiall ag

Gyl dpend aclsd

¥ SN PO JTE &

multi assignment saxiadll alaay!
Hlaally dalall i puziall

Vi PARER W PR JYP S|

ey
Ll ol

Ldjal) Judlull

bl el g Jugatl

e agally il gl

dpadl) Jodld) delilay el
ail) Judladl syl 4

Laail) Sl st

dpaill Jodl pen

Aail) dudlll jhSs

i g Rpal) Judld) (585

by Zocatll DUl
las




Al-Balga Applied University

agyailldalyl acaly
AL-BALOA APPLIED UNIVERSITY

igapsbill clalyll dzaly

Laall Judedl Jlg

Apdal deluall

oY) aldle

b a8 e il
Caylaall gl

A dpail) Judbdl

ol g dacily apally o 5Lally aas
52l

Jleall Glileal) ddud

assignment operator 2Lyl Jale

Lleall illanl) 9

agalid) eDleladl)
dadall Jgas

Lahidll Cillesl) 10

if Laalel

else dalxall
else if dalaall
Linallif  Ciladdas

Ll ) el 11

While

For

Ay Cajas

i lalzall

Slaceall Jailusgl)

Lol Wl dpa) Y aal)
a8 salel

main pladil

Jlsal 13

2abally i<l o

©le s 1 (sl sy Anapd) —1

https://www.w3schools.com/python/ -2

3- Fundamentals of Python Programming, 2019, Richard L. Halterman, Southern Adventist

University.

4- Python Programming, 2006, 3th, O'Reilly Media.
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http://www.ethicalhackx.com/ceh-v9-download/.

4. Fundamentals of Network Security,2021, First edition, John E. Canavan, British Library

Cataloguing in Publication Data.

5. Fundamentals of Cybersecurity,2016, Rajesh Kumar Goutam, BpB Publications, India.
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HTML Tags

Structure Elements

Title Element

Meta Element

HTML Attributes

Body Elements: hr, p, br

Introduction to Web

Programming

Introduction

HTML Coding Conventions
Comments

HTML Elements Describe Web Page
Content

Blockquote Element
Whitespace Collapsing
Pre—Element

Br, abbr Elements
Code—-Related Elements
Sub, sup, s, Elements

Strong em, b, u, cite and i Elements

Coding, Standards,

Text Elements

CSS Overview

CSS Rules

CSS Syntax and Style

Class Sectors

ID Selectors

Style Attribute, Style Container
External CSS Files

CSS Properties

Cascading Style
Sheets (CSS)
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Color Properties

RGB Values for Color

Opacity Values for Color

Font Properties

Line—heigh Property

Text Properties

Border Properties

Element Box, Padding Property, margin
Property.

Unorder Lists

Order Lists

Organizing page’s

Content with lists

Table Elements

Formatting a Data Table: Border,
Alignment and padding

Cell spanning

CSS display property with table values

Tables and CSS
Layout

Relative URL
Index.html file
Navigation within Web page

Img Element

Links and Images

Positioning Images
Iframe Element

Background Images

Image Manipulations,

Buttons

Functions

Variables

Identifiers

Assignment Statements

onmouseover, onmouseout,onclick

Introduction to

JavaScript: Functions

Alert and Confirm Methods
If Statement

Prompt Method

If Statement: else if
Arithmetic Operations

Comparison Operators and Logical

JavaScript:
if Statement,
Numbers and Input

Validation

10
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- While loop 11

- External JavaScript Files
Loops
- Do loop

- For loop

eabally sl o
Balaw desa pella— i) ) dadie .1
https://www.w3schools.com/css/
Web Programming with HTML5, CSS and JavaScript, 2019, John Dean, World Headquarters
Jones & Bartlett Learning.
4. Introduction to Web Development Using HTMLS, 2015, Kris Jamsa, Headquarters Jones &
Bartlett Learning.
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- Installing windows server on VM
- Adding Active Directory

- Creating organizational unit

- Creating groups, users

- Adding users to a group

- Spacify account access time

skl Calal
Sl Byl Jaads oUas

pabhally Qi< e

slia 1y« Dl lise. seggsan) 3laad (Joniall plas .1

a2l dese, dnpall 2l ~54 Guide to windows servers .2

sy Ll o) ¢ angll lews ¢ gladbajead (il sl bl .3

4. Silberschatz, P. B. Galvin, and G. Gagne "Operating System Concepts' (sixth Edition), John

Wiley & Sons, Inc.
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arrays , Lists, Tuples, Dictionaries, 2-D arrays, stack, queue

s5alad) Calaad

1o Al S Blesadl 138 Ay ey

arrays Cldsiaall agh

Lists ailsall g

Tuples asiall agd

Dictionaries _umlsall g

2-D arrays sl 44l Cligeadl agd

stack (eaSall) dasSll agd

Q|G| R[N~

queue skl agd
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Data Structure Overview

General Data Structures

Data Structure

Introduction

Local Environment Setup
Getting Python
Installing Python

Data Structure

Environment

What is an array

Array representation
Accessing Array Element
Insertion Operation
Deletion Operation
Search Operation

Update Operation

Arrays 3

What is a list in Paython
Accessing Values in lists
Updating Lists

Delete List Elements

Basic List Operations

Lists ai2ll 4

What is a tuple in paython
Accessing Values in tuples
Updating tuples

Delete tuple Elements

Basic tuple Operations

Tuples Cigiall 5

What is a dictionary in paython
Accessing Values in dictionary
Updating dictionary

Delete dictionary Elements

Properities of dictionary keys

Dictionaries !l 6

What is 2-D Array
Accessing Values

Inserting Values

2-D Arrays 7
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- Updating Values

- Deleting the Values

- Creating a set

- Accessing Values in a Set
- Adding Items to a Set

- Removing Item from a Set
- Union of Sets SlesaalSets 8
- Intersection of Sets
- Difference of Sets

- Compare Sets

- What is a stack
- Push into a stack Stack 9

- Pop from a stack

- What is a queue
- Adding elements Queue 10

- Removing element

pabhally Q<) o

-1 Data Structures and Algorithms in Python, Roberto Tamassia.

-2 https://www.tutorialspoint.com/python_data_structure/index.htm

-3 https://www.w3schools.com/python/
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2- Introduction to Modern Cryptography, 2019, Jonathan Katz, Yehuda Lindell, Chapman &

Hall/CRC.

3- Handbook of Information Security: Key Concepts, Infrastructure, Standards and Protocols, 2006,

Volumn1, Hossein Bidgoli, California State University.
4- Fundamentals of Network Security,2001,

Cataloguing in Publication Data.

First edition, John E. Canavan, British Library
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4- Fundamentals of Database Systems, 7th edition, EImasri, Ramez, and Navathe, Shmkant,

2017, Person.

5- Database Systems Conceps, 6th edition, A. Silberschatz, Dubuque, IA McGraw-Hill

Companies
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e WHAT IS HACKING? Introduction to Ethical
Hacking 1

e HACKER CLASSIFICATION

e ESSENTIAL TERMINOLOGIES

e WHAT IS FOOTPRINTING and
Footprinting and
RECONNAISSANCE?
Reconnaissance )
o INFORMATION GATHERING

METHODOLOGY .

¢ COUNTERMEASURES

e DETECTING LIVE SYSTEMS
e TYPES OF SCANNING

Scanning Networks
e TOOLS FOR SCANNING 3
e OS FINGERPRINTING

e CONCEALING YOUR IDENTITY

¢ COUNTERMEASURES

o WHAT IS ENUMERATION Enumeration

e ENUMERATION VS SCANNING
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e GAINING ACCESS TO THE SYSTEM
¢ DUMPING THE PASSWORD HASHES
System Hacking
¢ CRACKING THE WINDOWS 5
PASSWORD

e COUNTERMEASURES

o MALWARE VARIANTS AND COMMON
Malware

o TECHNIQUES

¢ COUNTERMEASURES

e Lab #] — KALI Basics: Login, CLI,
GUI, and Networking

e Lab #2 — Starting: Apache, MySQL,
PostgreSQL, and OpenSSH

e Lab #3 — Discovering the Network
(Network Sweeping) Practical Session

e Lab #4 — Port Scanning using Nmap (Laboratory)
(CLI)

e Lab #5 — Analyzing a Port Scan

e Lab #6 — Using Nmap Scripting
Engine (NSE)

e Lab #7 — By using KALI linux to apply

brute—force attacks, password
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cracking, dictionary attacks.
o Lab #8 — Wireshark Basic: trace
connections, view the contents of

suspect network transactions.

pabally Qi< e
e Simpson, M. T., Backman, K., & Corley, J. (2010). Hands-on ethical hacking and network

defense. Cengage Learning.
e HOW TO HACK HACKING SECRETS EXPOSED A BEGINNER’S GUIDE By: Srikanth

Ramesh.
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- Foundations of Digital Forensics
- Digital Evidence
- Increasing Awareness of Digital
Evidence
- Digital Forensics: Past, Present, and
Future Digital Forensics 1

- Principles of Digital Forensics
- Challenging Aspects of Digital
Evidence

- Following the Cybertrail

- Duty of Experts

- Admissibility

- Levels of Certainty in Digital Forensics
- Direct versus Circumstantial Evidence
Digital Evidence in the

- Scientific Evidence Courtroom

- Presenting Digital Evidence
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A Brief History of Computers

Basic Operation of Computers
Representation of Data Storage Media
and Data Hiding

File Systems and Location of Data
Dealing with Password Protection and

Encryption

Computer Basics for

Digital Investigators

Digital Evidence on Windows Systems

Digital Evidence on UNIX Systems

Applying Forensic

Science to Computers

How Computer Intruders Operate
Investigating Computer Intrusions
Forensic Preservation of Volatile Data
Post—Mortem Investigation of a
Compromised System

Investigation of Malicious Computer
Programs

Investigative Reconstruction

Computer Intrusions 5

How Cyberstalkers Operate
Investigating Cyberstalking

Cyberstalking Case Example

Cyberstalking 6
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Left to the lab instructor To distribute
tasks and assignments in the
semester ; but he/she must focus on
- Case Study during the class
- How to get a copy of evidence without
any modification by using Write Practical Session !
Blocker.
- Practice on how to read the data of
evidence by using FTK tool.

- How to write technical report and list

all events.

pabhally Q<) e

- Casey, E. (2011). Digital evidence and computer crime: Forensic science, computers, and the

internet. Academic press.
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2- Cybersecurity Fundamentals: A Real-World Perspective 1st Edition by Kutub
Thakur (Author), Al-Sakib Khan Pathan (Author)
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. Learn foundations of PHP programming and security

. Become familiar with 6 basic PHP data types

Learn basic flow control structures

Create and use functions and includes

oW

. Create arrays
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- History of PHP
- PHP tools and set up (web
Introduction to
browser/server, editor libraries, etc) PHP 1
- Create a basic PHP Script

- Taking user input

- ldentifiers

- Data Types (integers, floats, strings and
booleans)

- Text constants, interpolation, here
documents Variables and

- Creating Variables Expressions in 2

- Variable assignment PHP

- Variable Scope

- User—defined Constants

- Magic Constants

- Variable References

- Arithmetic Operators
- Logical Operators

- Relational Operators
- The Identity Operator
PHP Operators 3
- Bitwise Operators

- Other Operators

- Assignment Operators

- Operator Precedence and Associativity

- True and False

- f
Conditional Tests
- Comparing Strings and Numbers 4
and Events in PHP
- else and elseif

- The switch / case statement
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- The ? : Operator

- Comparing for equality or identity

- Loops

- while

- do ... while
PHP Flow Control 5
- for

- break and continue

- Purpose of functions

- Built=in functions

- Declaring functions

- Functions Arguments

- Arguments - Call by Reference
- Default Arguments PHP Functions 6
- Return

- Returning References

- Variable Scope (global vs local)
- Static variables

- Variable function calls

- What are arrays?

- How and when to use arrays

- Indexing arrays, numeric and hashes
- Initializing arrays

Storing Data in
- Using foreach 7
Arrays using PHP
- Add/remove info from arrays
- One-dimensional arrays

- Array operators

- Array related functions

- substring and [] operators

- Case conversion, trimming String Manipulation g
- Formatting output data in PHP
- Regular expressions
‘aabally ISl e

1- Programming php, kevin tatroe 4th edition

2- https://www.w3schools.com/php/
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